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National Security Law Seminar, A 558 
David Kris and Todd Hinnen 

Fall Quarter 2017 
Wednesday, 3:30 – 6:20 PM, Room 441 

Course website:  https://canvas.uw.edu/courses/1118504 
 
Overview.  This class will address the law governing national security investigations, detention, 
and related litigation.  It consists of three main parts:  an introduction to national security and the 
U.S. Intelligence Community; a review of national security investigations and investigative 
techniques; and consideration of prosecutions and other measures designed to respond to national 
security threats. 
 
Specific topics will include the history of the Intelligence Community, abuses of civil liberties, 
electronic surveillance, national security letters, the handling of classified information, and the 
civilian and military prosecution and detention options for dealing with suspected terrorists.  We 
will also discuss the future of foreign intelligence surveillance and related topics, such as the 
Internet of Things. 
 
National security law is often inaccessible, and can be particularly hard to follow when divorced 
form the context of historical tradition, governmental structures, and operational reality in which 
it functions.  Without disclosing classified or confidential information, the class will attempt to 
present the law in context and highlight the challenges of applying it. 
 
Enrollment.  Enrollment is limited to 14 students, in part because the final exercise (discussed 
below) will not accommodate a larger number of participants. 
 
Schedule.  The class will meet on Wednesdays from 3:30 to 6:20 PM in Room 441.  In lieu of a 
final exam, there will be a mandatory five-hour exercise, to be held on the last day of class 
(Wednesday, December 6) from 3:30 to 8:30 PM at Perkins Coie, 1201 Third Avenue, Suite 
4900, Seattle. 
 
Reading.  There is no casebook, but there will be weekly reading assignments posted on Canvas.  
The anticipated reading assignments appear below, but are subject to change as needed. 
 
In general, the required readings will be short but dense, and the optional readings (highlighted 
below) will cover much of the same material in a longer but potentially more accessible form.  
You do not need to read any of the optional reading (you will not be tested on anything that does 
not appear in the required reading), but from time to time you may find it helpful to consult the 
optional reading if the required reading is difficult to understand. 
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Some of the reading is from Kris and Wilson, National Security Investigations and Prosecutions 
(2d ed. 2012) [NSIP], a two-volume hardback treatise with an annual paperback supplement 
which is also available on Westlaw.  When the reading assignments include material from NSIP, 
please be sure to read the supplement as well as the hardback text, because the supplement 
accounts for changes to the law since 2012, some of which are very important (on Westlaw, the 
supplement is integrated into the text and is not a separate document). 
 
Included in each week’s materials on Canvas is a document containing notes and questions about 
the reading.  This is designed to provide context for the reading assignments and also to allow 
you to test your understanding of what you read.  In some cases, we will discuss some of the 
questions in class (see discussion of class participation below). 
 
Papers.  There is no final paper required in this class, but during the course of the quarter each 
student will be expected to write two papers, of no more than 1000 words each, addressing any 
topic covered in the reading materials and/or in class.  Papers are due to be e-mailed to 
dsk99@uw.edu and thinnen@perkinscoie.com.  The word limit and deadline will be strictly 
enforced.  Each student must submit at least one paper during the first half of the quarter, on or 
before the fifth class period, Wednesday, October 25.  Students may, but need not, submit a third 
paper at any time before the final exercise, in which case the student’s grade will be based on the 
best two of the papers submitted.  Note that the third paper must be on a new topic, and may not 
be a revision of a prior paper. 
 
The papers should address statutory, constitutional, and/or policy issues raised by the reading 
assignments, should assume familiarity with the reading assignments and prior class discussions, 
may (but need not) refer to materials other than the reading assignments, and should use short, 
informal citation forms. 
 
There is no need in the papers to address all aspects of the reading or classroom discussion 
around a topic; on the contrary, the best papers often address in depth a single, relatively narrow 
issue.  The papers should include in-depth, rigorous legal analysis and/or policy arguments, and 
avoid merely recapitulating debates from in-class discussions or, even worse, summarizing the 
reading assignments.  Write your paper on the assumption that it will be evaluated by someone 
who is already very familiar with the reading assignments and doesn’t need them described.  The 
best papers skip the preliminaries and go straight to the argument.  Sample papers are posted on 
Canvas in the reading materials for the first class, and expectations for papers will be discussed 
in greater detail in the first class. 
 
Exercise.  In lieu of a final exam, there will be a mandatory five-hour exercise to be held on the 
last day of class (Wednesday, December 6) from 3:30 to 8:30 PM at Perkins Coie, 1201 Third 
Avenue, Suite 4900, Seattle.  We will simulate a national security crisis requiring immediate 
investigation and response, with students playing the roles of government lawyers.  Early in the 
quarter, students will be divided randomly into two teams of seven students each, and the 
exercise will unfold in seven chapters, with one student serving as the team’s lead spokesperson 
for each chapter (this is part of why enrollment is limited to 14 students).  Grades will be based 
primarily on the student’s individual performance as spokesperson, and secondarily on genuine 
support provided to teammates. 
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The exercise was reviewed and cleared for use by the U.S. government, and we intend to re-use 
it in future years.  Accordingly, students are required not to discuss the contents of the 
exercise with anyone outside the class at any time, including after the class ends. 
 
Class Participation.  During portions of certain of the class periods, we will address hypothetical 
examples requiring the application of law to facts.  At least one week in advance, teams of 
students will be identified and assigned primary responsibility for addressing the hypotheticals; 
certain of the hypotheticals may also be disclosed in advance.  This is intended to help students 
better understand the reading, to encourage class participation with the benefit of advance notice, 
and to prepare students for the experience of the final exercise. 
 
Grading.  Grading will be based on three components:  papers (40%); performance during the 
final exercise (40%); and class participation (20%).  Grades for particular assignments issued 
during the quarter – e.g., on papers – will be on a scale from check-minus to check-plus, 
including hybrid grades (e.g., “borderline check/check-plus”).  A grade of “check” will 
correspond to a numerical grade no lower than 3.0 (B).  The class is not subject to the U-W Law 
School mandatory curve, but in determining the final grades we may adjust interim grades up 
(not down) based on overall class performance during the quarter. 
 
Contact Information.  Professor Kris can be reached via email at dsk99@uw.edu and Professor 
Hinnen can be reached via email at thinnen@perkinscoie.com.  We will not have regular office 
hours, but generally will be available to meet by appointment in the 30 minutes before class, and 
at other times as necessary.  In general, we will not answer substantive legal questions by email, 
in part because such answers might require prepublication review by the U.S. government. 
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(1) Wednesday, September 27:  Introduction; National Security & the Constitution 
 
 Introduction to the Course 
 
 1.  Syllabus. 
 
 2.  List of Course Themes and Glossary/List of Acronyms. 
 
 3.  Sample Papers. 
 
 Constitutional Issues 
 
 4.  Excerpt from United States v. Curtiss-Wright Export Corp., 299 U.S. 304 (1936).  
This case is often cited in support of arguments for an expansive interpretation of Article II 
powers; please read it with that in mind. 
 
 5.  Excerpt from Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579 (1952).  Please 
consider the various theories advanced by the government, and accepted by certain of the 
Justices, in favor of Presidential power, and pay special attention to Justice Jackson’s concurring 
opinion, including his treatment of Curtiss-Wright in footnote 2.  Please consider both the 
President’s asserted powers (e.g., concerning foreign affairs), and also any limits on those 
powers when expressed in the domestic arena. 
 
 6.  Excerpt from United States v. United States District Court, 407 U.S. 297 (1972) 
(Keith).  Please consider this case in terms of separation of powers and the Fourth Amendment, 
and consider also the arguments for and against distinguishing between domestic and foreign 
threats to national security. 
 
 
(2) Wednesday, October 4:  Abuse and Regulation of the U.S. Intelligence Community 
 
 History and Structure of the USIC 
 
 1.  David Kris & Douglas Wilson, National Security Investigations and Prosecutions (2d 
ed. 2012) [NSIP].  Please read Chapter 1. 
 
 2.  Executive Order No. 12333, United States Intelligence Activities.  Please read the 
opening paragraph and Part I of the order (you will be asked to read Parts II and III below). 
 
 Abuse and Regulation of the USIC 
 
 3.  Final Report of the Select Committee to Study Governmental Operations with Respect 
to Intelligence Activities, United States Senate (Church Report), Report No. 94-755 (1976), 
Intelligence Activities and the Rights of Americans, Book II.  Please read the cover, letter of 
transmittal, and preface (pages i-x), Part I (pages 1-20), Part II.B.6 (pages 34-36), Part II.C.4.a-b 
(pages 54-56), and Part II.D.1 (pages 67-70). 
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 4.  Executive Order No. 12333.  Please read Parts II and III of the order, focusing on links 
between provisions in the order and the history of abuse recounted in the Church Report.  For 
example, consider why an executive order governing intelligence activities contains a provision 
regulating human experimentation (Section 2.10). 
 
 5.  Optional reading:  David Kris, The CIA’s New Guidelines Governing Publicly 
Available Information.  Please read the introduction and Parts I.A and I.B (pages 1-7). 
 
 6.  Optional reading:  David Kris & Douglas Wilson, National Security Investigations 
and Prosecutions (2d ed. 2012).  Please read Chapter 2. 
 
 
(3) Wednesday, October 11:  Overview of FISA 
 
 1.  The Foreign Intelligence Surveillance Act of 1978 (FISA).  Please read 50 U.S.C. §§ 
1801 and 1803-1805 (not including 1805A-C), and 1821 and 1823-1824.  You may skip 50 
U.S.C. §§ 1802, 1805A-C, and 1822.  It may make sense to begin by reading the provisions 
governing electronic surveillance, 50 U.S.C. §§ 1801 and 1803-1805, with their legislative 
history (item 2 below), before moving on to the physical search provisions, 50 U.S.C. §§ 1821 
and 1823-1824.  The search provisions were enacted after, and patterned on, the surveillance 
provisions. 
 
 2.  FISA, H.R. Rep. No. 95-1283 (1978).  Please read pages 13-68.  It may make sense to 
read this legislative history with 50 U.S.C. §§ 1801 and 1803-1805 (item 1 above).  In most 
respects, the legislative history corresponds to the version of the statute that was enacted, but 
there are a few minor exceptions, so don’t let that confuse you. 
 
 3.  Chart Summarizing FISA’s Definition of “Electronic Surveillance.”  This little chart is 
worth reviewing carefully, along with the statutory text itself (50 U.S.C. § 1801(f)), because it is 
both complex and fundamental to understanding the regulatory reach of FISA.  If you have extra 
time and want to understand more about the history of the definition, you may read NSIP § 16:5 
– but this is strictly optional reading. 
 
 
(4) Wednesday, October 18:  The FISA Wall 
 
 1.  David Kris, The Rise and Fall of the FISA Wall, 17 Stan. L. and Policy Rev. 487 
(2006).  Please focus on identifying, understanding, and critiquing the statutory, constitutional, 
and policy arguments for and against the wall. 
 
 2.  In re Sealed Case, 310 F.3d 717 (FISCR 2002).  Again, please consider the statutory, 
constitutional, and policy arguments for and against the wall.  Please also focus on the court’s 
interpretation of the USA PATRIOT Act – did it raise or lower the wall? – and the implications 
of that interpretation for the constitutional arguments concerning the wall.  In particular, does the 
Court of Review’s interpretation of the Patriot Act give the government a fallback Fourth 
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Amendment argument?  This case can be very hard going; it may be the single hardest piece of 
reading in the course.  But an investment in careful reading will pay dividends in understanding. 
 
 
(5) Wednesday, October 25:  FISA Modernization and Beyond 
 
 1.  Privacy and Civil Liberties Oversight Board (PCLOB), Report on the Surveillance 
Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance Act (2014).  
Please read pages 5-11 and 16-48. 
 
 2.  U.S. Intelligence Community, The FISA Amendments Act:  Q&A (2017).  This 
document describes the government’s perspective on how the FISA Amendments Act (FAA) 
functions. 
 
 3.  National Security Agency, NSA Stops Certain Section 702 “Upstream” Activities 
(2017). 
 
 4.  FISA.  Please read 50 U.S.C. §§ 1881-1881g, focusing on § 1881a (enacted by FAA § 
702). 
 
 5.  Optional reading:  David Kris, Digital Divergence (2017). 
 
 
(6) Wednesday, November 1:  Other Techniques (PRTT, GJ, MatWit, Rule 41, NSLs, Mail 
Covers, FISA Tangible Things) 
 
 Introduction 
 
 1.  National Security Authorities Cheat Sheet.  This is a quick and dirty comparison 
between national security investigative tools, many of which we’ve already covered (e.g., FISA) 
and ordinary criminal investigative tools that we cover in this class period.  It’s designed to help 
orient you to the reading that follows, especially if you haven’t studied criminal procedure. 
 
 Pen Register/Trap & Trace (PRTT) 
 
 2.  Smith v. Maryland, 442 U.S. 735 (1979) (pen register).  Please read the majority and 
the other opinions. 
 
 3.  FISA.  Please read 50 U.S.C. §§ 1841-1844.  You will see references to a “specific 
selection term” in 50 U.S.C. §§ 1841(4) and 1842(c)(3).  Please note the references but don’t 
focus on them.  We will focus on “specific selection term” next week, in the context of FISA’s 
tangible things provisions, 50 U.S.C. §§ 1861-62, as amended by the USA Freedom Act of 2015. 
 
 4.  Criminal Pen Register/Trap and Trace.  Please read 18 U.S.C. § 3127.  Optional 
reading:  18 U.S.C. §§ 3121-3126. 
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 Grand Jury 
 
 5.  United States v. R Enterprises, Inc., 498 U.S. 292 (1991). 
 
 Material Witness Warrant 
 
 6.  Optional reading:  U.S. v. Awadallah, 349 F.3d 42 (2d Cir. 2003).  Note that this case 
contains the full text of the material witness statute. 
 
 Search Warrant 
 
 7.  Optional reading:  Fed. R. Crim. P. 41. 
 
 8.  Excerpt from Illinois v. Gates, 462 U.S. 213 (1983). 
 
 National Security Letters 
 
 9.  (A) ECPA – 18 U.S.C. §§ 2701-2712 (please focus on Sections 2701, 2703 and 2709); 
(B) NSL Enforcement – 18 U.S.C. § 3511; (C) NSL Summary Chart.  It probably makes sense to 
start with the chart (C), and then look at the statutes.  Optional reading:  (D) RFPA – 12 U.S.C. § 
3414; (E) FCRA –15 U.S.C. §§ 1681u and 1681v; (F) NSA – 50 U.S.C. § 3162. 
 
 10.  Optional reading:  (A) Microsoft v. DOJ, No. 2:16-cv-00538 (W.D. Wash Apr. 4, 
2016); and (B) blog post from Brad Smith (the complaint seeks a declaratory judgment that the 
secrecy provision of ECPA, 18 U.S.C. § 2705(b), is unconstitiutional). 
 
 Mail Covers 
 
 11.  Optional reading:  39 C.F.R. § 233.3. 
 
 Compelled Production of Tangible Things (Patriot Act Section 215) 
 
 12.  FISA.  Please read 50 U.S.C. § 1861. 
 
 13.  Optional reading:  David Kris and Douglas Wilson, National Security Investigations 
and Prosecutions (2d ed. 2012).  Please read Chapter 19. 
 
(7) Wednesday, November 8:  CIPA and FISA Litigation 
 
 Overview 
 
 1.  David Kris & Douglas Wilson, National Security Investigations and Prosecutions (2d 
ed. 2012).  Please read Chapter 25. 
 
 Criminal Discovery Rules 
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 Please read items 2-5 only as necessary to (re)familiarize yourself with the basic 
discovery obligations in criminal cases, which are part of the background against which CIPA 
applies. 
 
 2.  Brady v. Maryland, 373 U.S. 83 (1963). 
 
 3.  Federal Rule of Criminal Procedure 16. 
 
 4.  Federal Rule of Criminal Procedure 26.2. 
 
 5.  Federal Rule of Criminal Procedure 12.3. 
 
 CIPA 
 
 6.  The Classified Information Procedures Act (CIPA):  18 U.S.C. App. III, §§ 1-16. 
 
 7.  Optional reading:  United States v. Yunis, 867 F.2d 617 (D.C. Cir. 1989). 
 
 FISA 
 
 8.  Excerpt from Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138 (2013).  Please focus on 
the portions of the opinion describing notice and use of information obtained or derived from 
FAA surveillance. 
 
 9.  Optional reading:  David Kris and Douglas Wilson, National Security Investigations 
and Prosecutions (2d ed 2012).  Please read Chapter 28. 
 
 10.  FISA.  Please read 50 U.S.C. §§ 1806, 1825, 1845, 1861(g)-(h), 1881e. 
 
 
(8) Wednesday, November 15:  Prosecution and Detention (Civilian and Military) 
 
 1.  David S. Kris, Law Enforcement as a Counterterrorism Tool, Journal of National 
Security Law and Policy (2011). 
 
 2.  Optional reading:  Michael Mukasey, Civilian Courts Are No Place to Try Terrorists, 
The Wall Street Journal (Oct. 19, 2009). 
 
 3.  Optional reading:  Sue Hemming, The Practical Application of Counterterrorism 
Legislation in England and Wales:  A Prosecutor’s Perspective, International Affairs 86(4): 955-
969 (2010). 
 
 4.  Optional reading:  Benjamin Wittes, Detention and Denial:  The Case for Candor 
After Guantanamo (2011).  Please read the introduction. 
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 5.  Optional reading:  Hamdi v. Rumsfeld, 542 U.S. 507 (2004).  This is optional reading, 
but if possible you should at least skim the decision to get a sense of the range and tone of the 
debate, and the lineup of the Justices.  Here’s a summary that may help:  The case involves a 
U.S. citizen apprehended in Afghanistan and held in military custody in the United States, 
challenging his detention via habeas corpus.  Four Justices (O’Connor et al.) held that (1) the 
AUMF authorizes detention for the duration of the conflict as a necessary incident of the use of 
military force, and (2) due process requires some limited judicial review of the basis for a 
detention (e.g., is the detainee really an enemy combatant, or just a humanitarian aid worker who 
got lost in a combat zone?).  Two Justices (Souter & Ginsburg) concluded that the AUMF does 
not authorize the detention because it does not explicitly mention detention, and two others 
(Scalia & Stevens) essentially agreed, concluding that due process requires either criminal 
prosecution (e.g., for treason) or Congressional suspension of the writ of habeas corpus.  Finally, 
Justice Thomas concluded that detention is authorized under the AUMF and that only a good-
faith basis for the detention (if that) is required.  The four-justice O’Connor plurality plus Justice 
Thomas add up to five votes for detention with limited judicial review. 
 
 
Wednesday, November 22:  NO CLASS (Thanksgiving holiday) 
 
 
(9) Wednesday, November 29:  Review 
 
 1.  9/11 Commission Report.  Please read Chapter 1. 
 
 2.  Optional reading:  9/11 Commission Report.  Please read Chapters 5-8. 
 
 3.  ODNI Statistical Transparency Report Regarding Use of National Security Authorities 
(Apr. 2017). 
 
 
Please come to this class with questions about anything we have covered during the course; we 
will use the second half of the class period to review and prepare for the final exercise. 
 
 
(10) Wednesday, December 6:  Final Exercise 
 
 Note that this is a five-hour exercise, from 3:30 to 8:30 PM, held at Perkins Coie, 1201 
Third Avenue, Suite 4900, Seattle. 


