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I. Goals:
a. Introduce students to basic concepts surrounding internet privacy 
b. Familiarize students with the privacy policy of common websites like Facebook and Google
II. Objectives:
a. Knowledge Objectives: From this lesson, students will be better able to:
i. Define basic internet terms such as cookies, metadata, and IP address
ii. Talk about their views about what they consider to be private and what is actually covered in internet privacy
iii. Understand the tensions between free and open communication and private information
b. Skills Objectives: From this lesson, students will be better able to:
i. Share opinions in a clear and concise opinions
ii. Develop the ability to critically analyze why they hold the opinions they do
iii. Engage is respectful debate about privacy issues
iv. Find the privacy policy of the websites they wish to use
c. Attitude Objectives: From this lesson, students will be better able to:
i. Appreciate how complex the relationship between input information and stored information is on the internet
ii. Be more thoughtful about information they put on the internet
iii. Understand the tensions between public information and what each individual considers to be private
III. Classroom Methods:
a. Hook/Survey
i. Advance to the first slide.
1. Ask students for their opinions on what privacy means to them.
2. Invite several students to share their opinions.
3. Ask students if they feel differently about things they post on Facebook, versus private emails, versus instant messages
ii. Advance to the second slide. 
1. Ask students how many of them use Facebook. 
2. Ask students how many of them use Google, or Gmail.
3. Ask students how many of them use Twitter.
4. Engage in a discussion about initial feelings of privacy. Some potential questions are listed below. 
a. How many of you read the terms and conditions when you signed up for Facebook or your email server?
b. How many of you read the security updates on Facebook? 
c. How many of you have ever put something on Facebook you regret?
d. How many of you have ever sent an email you wish you hadn’t?
iii. Advance to the third slide. 
1. Tell the students we are discuss to learn some basic internet terms. 
2. Define cookie.
a. When you visit a website, certain information is exchanged between your computer and that website. It is stored on your computer, and on the server of the website, in small ‘packets’ of information called cookies. 
3. What’s included in a cookie? 
a. What you type into the search bar of that website
b. What other websites you might have visited and what you searched for there
4. What else should you know?
a. How much information they collect, as well as how much information they store, is determined by personal settings on your browser, as well as what the website asks your computer to tell it. 
b. Cookies can be disabled, but this may prevents you from using certain websites. 
iv. Advance to the next slide. 
1. Define metadata.
a. Basically, it’s data about data. 
b. Information about when you created data, where it came from, how it’s been edited and when, and what program created it. 
c. Explain using the picture example on the slide. 
i. Information is stored with the file that includes things like:
1. What sort of camera took the photo
2. When it was taken
3. How many times it’s been opened on my computer
4. If the image has been edited at all…
v. Advance to the next slide.
1. Define IP address.
a. IP address is internet protocol address. 
b. This means a numerical label assigned to each device participating in a network.
c. The Defense Advanced Research Projects Agency (DARPA) invented in the internet and IP addresses. 
d. It might help to think of it the way DARPA defines it.
i. “A name indicates what we seek. An address indicates where it is. A route indicates how to get there.”
vi. Advance to the next slide. 
1. What is private on Facebook? 
a. The basic answer is it depends. 
i. You can change what other users see on your own privacy settings.
ii. However, you cannot prevent Facebook from essentially owing whatever content you put in. 
b. According to the privacy policy of Facebook, the company has the right to use, store, and retain for ‘an extended period of time’ almost everything including:
i. Your status updates, pictures, videos, links, events or groups, comments on other people’s content, wall posts (on your wall and those you make on other people’s), notes, chats and private messages
vii. Advance to the next slide. 
1. Click into Facebook’s privacy policy. Show students how to navigate the site. 
a. https://www.facebook.com/privacy/explanation.php
b. Tell students that this is what they assented to simply by signing up for a Facebook account. 
c. Tell students to be careful. You never know what kind of job you might want in the future. 
viii. Advance to the next slide. 
1. Let’s talk about Google. 
2. Ask students if they know what a monopoly is. 
a. Happens when one party or company has complete control of a particular industry… 
b. Google doesn’t have one, but there are some who think they’re getting close with internet information. 
3. Talk about all the internet companies Google owns. 
a. YouTube, AOL, Picasa, Android, Double Click, and 89 other companies
b. They reach into businesses like internet marketing, service providers, search engines, and social networking.
4. Double Click is the world’s largest online advertising company. When Google purchased in for $3.1 billion in 2007, it was the largest acquisition ever and remains so to this day. It took the Securities and Exchange Commission anti-trust division almost a year to investigate the deal and clear it for purchase. 
a. Double Click is involved in online advertising, and works in things like the targeted advertisements you see on the sidebar of Google, or in your Gmail account. 
ix. Advance to the next slide. 
1. Show students how to access Google’s privacy policy. 
a. http://www.google.com/intl/en/privacy/
2. Define opt-out. 
a. Google assumes they have your consent, unless you say otherwise. You must make the affirmative step to not participate. 
3. Google retains a lot of information about you. 
a. Any search you conduct, cookies, log information, user communications (emails and chats)
4. Think about all those companies we talked about that Google owns. 
a. YouTube, Picasa, Google search, and all other websites that allow Google to host their search function, like cnn.com
x. Advance to the next slide. 
1. We’re going to conduct an opinion poll. 
a. Note to teacher: One teacher should set up signs along a long wall so students can have space to stand next to them. They should be:
i. Strongly agree
ii. Agree
iii. Unsure
iv. Disagree
v. Strongly disagree
2. Directions:
a. We are going to read a series of statements. You will go stand next to whatever sign most closely resembles your view on that statement.  If you’re unsure, stand in the middle. If you’re in between two feelings (like agree and strongly agree), stand between those two signs. 
b. After each statement, we are going to discuss with a few people why they fall where they fall on the spectrum. 
c. If your opinion changes when you hear from another person, feel free to move. 
xi. Statement One
1. If I meet someone new that I might be interested in, I Google them or search for them on Facebook. 
2. OR… I’ve Googled myself. 
xii. Statement Two
1. I’m comfortable with everyone in this class knowing my last ten searches on Google.
2. My last fifteen?
3. What about everything I’ve searched in the last year?
xiii. Statement Three
1. I am totally comfortable with other people tagging and posting photos and comments of me on Facebook. 
a. Note: Some services, like Picasa or iPhoto can search just for your face, using facial recognition software. You don’t have to be tagged.
xiv. Statement Four
1. I am comfortable with data mining about me so I can get targeted advertisements on my email and on the sidebars of websites like Facebook. 
xv. Statement Five
1. I agree with everything I’ve posted on the internet in the last three years, and I’m comfortable with colleges and employers seeing everything I’ve posted. 
xvi. Debrief with some current news stories. 
1. Winklevoss Case
a. Basically, this is the real court case from the movie The Social Network. 
b. Litigation commenced in 2003, and a settlement was reached in 2008 for $65 million. 
c. Since 2008, Cameron and Tyler have tried to reject the settlement and get more, claiming all sorts of things against Mark Zuckerberg and Facebook, including securities fraud. 
d. 9th Circuit Court of Appeals rules in early April 2011 that “the Winklevi” must accept the settlement. 
e. Chief Judge Alex Kozinski wrote in the April 12th ruling: “The Winklevosses are not the first parties bested by a competitor who then seek to gain through litigation what they were unable to achieve in the marketplace…At some point, litigation must come to an end. That point has now been reached.”
2. John Kerry and John McCain
a. The often extremely divergent senators introduced a bill April 10, 2011 to Congress to drastically limit data collection services (data mining) allowed on the Internet… It’s called the Commercial Privacy Bill of Rights Act of 2011.
b. John Kerry said in a statement, “Americans have a right to decide how their information is collected, used, and distributed, and businesses deserve the certainty that comes with clear guidelines.” 
xvii. The final debrief (last slide)
1. The moral of the story is simply to educate yourself and think before you act. 
2. You don’t need to be afraid of the internet, but you need to be conscious of the ramifications of your current actions on the future. 
3. [bookmark: _GoBack]Think before you type something into the Internet. Once it’s out there, you can NEVER take it back. 


IV. Evaluation
a. Participation in classroom activity. 
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